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[57] ABSTRACT 

The present invention provides protection from electromag- 
netic interference and electrostatic discharge. The invention 
teaches a shielding conductor surface enclosure, an interior 
shielding conductor plane, a contact conductor from the 
shielding conductor plane and the shielding conductor sur- 
face enclosure, a path for electromagnetic signals to pass 
through a shielding conductor plane, a filter network, and an 
electrostatic voltage clamp. Protection is provided by tiller- 
ing the incoming signals, electrically coupling the signals of 
an undesired bandwidth to a shield barrier, and electrically 
coupling signals of an undesired voltage to a shield barrier. 
The shield surface is physically differentiated from the 
ground plane surface. 

22 Claims, 3 Drawing Sheets 
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METHOD AND APPARATUS FOR electromagnetic field theory through the application of 

ELECTROMAGNETIC SHIELDING AND Gauss' law. Gauss' law states that the net electric flux 

ELECTROSTATIC DISCHARGE passing through any closed gaussian (mathematical) surface 

PROTECTION equals the net charge contained inside that surface divided 

5 by the permittivity of free space. Gauss' law is mathemati- 

CROSS-REFERENCE TO RELATED cally represented by one of Maxwell's equations, as applied 

APPLICATION to free space, which describes the net electric flux passing 

™, .... ... „ through any closed surface: 

lne present application is a continuation-in-part of U.S. 

application Ser. No. 08/353,778 filed Dec, 12, 1994 

(abandoned). The present application is also a continuation- 10 (pEM = Qfe* 

in-part of U.S. application Ser. No. 08/171,390 filed Dec. 21, 

1993 (U.S. Pat. No. 5,517,434 issued May 14, 1996). Said 

application Ser. No. 08/171,390 is in turn a continuation- where E is total electric field intensity at any point on the 

in-part of U.S. application Ser. No. 07/561,994 filed Jul. 31, surface, A is the surface area, 0 is the electric charge 

1990 (abandoned). 15 contained within the surface, and e 0 is the permittivity of 

The present invention may be utilized in a data terminal ^ree s P ace - 
having a shock mount carrier system as described in U.S. Tnus lne net electric flux contained within any gaussian 

Pat. No. 5,394,306 issued Sep. 7, 1993. Said U.S. Pat. No. surface is the surface integral of the electric field intensity on 

5,394,306 is incorporated herein by reference. 2Q tlie surface which is also equal to the net charge within the 

surface divided by the permittivity of free space. Shielding 

TECHNICAL FIELD employs a continuous metallic conductor as the gaussian 

. . , „ . ...... surface. When an external field such as from an external 

inB ^™ 'f™ genera " y '° elec «°™Snel.c shteld- source of electromagnetic radialion is |fcd ,„ , he surftce 

mg clearest*. c ^charge protect.cn and particularly to (he frce elec(rons of , he conduc(or ^ ,™ |eritcd due l0 (he 

e ectrornagnettc sh.eld.ng elec.rostauc dtscharge protect.on 25 extcmall ied fidd ^ e , 

ot portable data terminals. . , . ~ . , . , 

a way that the electric field generated by the electrons 

BACKGROUND OF THE INVENTION opposes the externally applied electric field. The surface 

charge density then increases until the magnitude of the 

Advents in the performance of microcomputer based electric field set up by these charges equals that of the 

electronics have resulted in dramatic increases in operating 30 externally applied field, giving a net field of zero inside the 

speeds of the logic switching circuits. Increased switching conductor. Thus the conductor surface shields the interior of 

and operating speeds correspond to increased bandwidths of the conductor from the effects of externally applied electric 

the electronic signals transmitted within the interior of a data fields. 

terminal which become a significant source for electromag- In a good conductor, the time that it takes the conductor 

netic radiation causing interference with the internal cir- to reach electrostatic equilibrium where there is no net 

cuitry of the terminal itself and with other electronic devices movement of electric charge is on the order of 1 0~ 16 s, which 

operating within the vicinity of the data terminal. The for most purposes can be considered instantaneous, that is 

electromagnetic radiation emitted at these higher frequen- when the frequency of the externally applied electric field is 

cies may cause undesirable electromagnetic coupling much less than 10 petaherz (10 lci Hz). When the conductor 
between data paths resulting in crosschannel interference. 40 is in electrostatic equilibrium the net charge within the 

The amount of internally generated electromagnetic conductor is zero, 

radiation must be limited to the guidelines and regulations ^ tne net electric charge within the surface is zero, then 

set by governmental agencies such as the FCC in the United lne nct electric Hux will also be zero, and therefore the net 

States and CISPR in European countries. Sources of elec- 45 electric field is zero everywhere inside the conductor. If the 

tromagnetic radiation originating externally to the data ter- surface is a closed conductive surface, then no charge can 

minal may also affect and interfere with the operation of the enter or l eave tDe surface; all of the charge is contained 

data terminal. In general the problems resulting from harmlessly on the surface of the conductor. Thus the net 

unwanted electromagnetic radiation are classified as elec- electric charge inside a gaussian surface Ls zero where the 

tromagnetic interference (EMI). 5() closed gaussian surface comprises a conductor. 

Another significant contributor to operating malfunctions The ma £ netic analog to Gauss' law describing the net 
and faults in the ordinary course of terminal operations is electric Hux within a gaussian surface is Gauss' law in 
electrostatic discharge (ESD). High density coulombic magnetism. This law states that the net magnetic flux 
charge may accumulate on the terminal operator who then trough a closed surface is always zero. Gauss' law in 
transfers the charge to the terminal when contact is made 55 ma g netism 15 stated as one of Maxwell's equations describ- 
with the terminal. Other arbitrary sources of a concentrated ing the net ma £ ne,ic flux within a closed gaussian surface: 
electrostatic charge may be present in the operating envi- 
ronment with which the terminal may come into contact. =0 
The static discharge may generate electrostatic potential of J 
a magnitude sufficient to interfere with the electronic signals 60 

within the terminal, cause a loss of stored data or even where B is the magnetic Hux density, and A is the surface 

damage sensitive electronic components. Both the EMI and area . Implementation of magnetic shielding requires a mag- 

the LSD phenomena may cause valuable data to be lost or neljc material to block the lines of magnetic tlux in a 

may cause the terminal to lock up or otherwise malfunction. nonfluctuating magnetic field. The ideal material for shield- 

The intentional blocking of an electric, magnetic or elec- 65 ing electromagnetic radiation exhibits both high electrical 

tromagnetic field is referred to as shielding and is well conductivity and magnetivity such that the magnetic perme- 

known in the art. The concept of shielding is founded upon ability is greater than one, or a paramagnetic material. 
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No known shielding barrier stops 100 percent of the assembly that generally also contains the processor 
electromagnetic radiation that it is designed to block. The memory, and logic devices. Signals are typically routed and 
percent of energy that is blocked is called the shielding connected to the circuit board through some length of 
effectiveness. Shield continuity, the effectiveness of cabling which may unintentionally act as a transmitting 
shielding, is a measure of the degree to which a shield 5 antenna and radiate electromagnetic waves internally within 
confines or inhibits the electromagnetic field. This parameter the enclosing shielding surface to the circuitry of the data 
depends upon the frequency of the electric field. Shielding terminal thereby rendering the shielding ineffective against 
becomes less effective with increasing frequencies of the this source of EMI and causing interference with the opera- 
electromagnetic fields. Therefore shield continuity is of tions of the data terminal. External input/output cables 
increasing importance as the frequency increases. io connected to the data terminal may also act as a receiving 

Hie effectiveness of an electromagnetic shield is a func- antenna by receiving external sources of EMI or ESD 

Uon of the continuity, or physical completeness, of the superimposed onto the signals carried on that cable and act 

barrier The shield continuity factor is defined as the ratio of as a transmission line by carrying the unwanted electromag- 

the actual shield conductor surface area to the total surface netic radiation to the internal components of the data ter- 

area which the shield area encloses, or: 15 minal. 

c=aja, A possible solution to this problem is to provide treatment 

. „ . , , j . . r of signal at the entry point of the terminal. However, 

7f C J S ^ C sh ' eld con,inillt y fact ^ K, ^ the surface area such treatment is often either too costly or too impractical to 

°h w m C " nductor aDd A < 1S the totaI surfacc area which implement in the constrained space of a small terminal, 

the shield encloses 20 Treating signals which enter or leave a shield enclosure is 

A solid metal enclosure, with absolutely no holes or gaps often difficult requiring complex and specialized methods 

and with an excellent conductor provides 100 percent shield- and processes to integrate shield enclosures with plastic" 

ingcontinuity.Ifthereareholesorgapswithintheshielding, components. In addition, signal treatment at the outer 

the effectiveness will be less than 100 percent. If it were boundary opening will only reduce EMI from external 

possible to build a data terminal with a continuous, unin- 25 sources but will not be effective against internally eenerated 

errupted conductive shield, clearly no charge could enter or EMI. Further, computer type devices often have multiple 

leave the terminal. Unfortunately, practical terminals have access requirements for batteries, memory cards and the 

electrical input and output paths and openings required for like which further complicate achieving effective shielding 

displays, keys and the like, [f the shield enclosure is not High power and high speed circuits require a low imped- 

contmuous, the opening should be very small compared with 30 ance path for return current to minimize voltage potential 

the wavelength or the electromagnetic field. Consequently, differences between connected points in an electronic sys- 

electncal signals entering and leaving the data terminal must tern. Ground is commonly the reference potential that lock- 

be considered and treated to approximate the ideal closed circuits use for operation of digital circuits. Voltage potential 

Tw^rt- 1 r .K.i . 1 differences along portions of the ground network may cause 

Typical shielding methods known in the art coat the inside 35 increased noise emissions and even circuit malfunctions 

she] of a data terminal case fabricated of injection molded Typically a ground plane is employed to minimize ground 

plastic with a paramagnetic electrically conductive material. potential by providing a low impedance circuit path on the 

However, the required openings in the terminal such as for ground network. Unfortunately the impedance of the eround 

input output connectors, display and keypad prevent the plane is finite. As a result, an increase in the switching 

shield trom creating a completely closed surface. Therefore 40 speeds of logic circuits results in increased switching cur" 

the shielding continuity factor will be less than one (i.e. less rents thereby causing the existence of noise in the ground 

than 100 percent shielding effectiveness). Additionally the plane to be unavoidable. Consequently, the ground plane 

data paths interconnecting the internal circuitry itself are does not function as an effective shield as it may contain 

within the volume enclosed by the shield .so that the shield noise current that may be coupled to cables and other 

is ineffective against mutual electromagnetic coupling of the 45 conductors that may radiate such noise as EMI. Designs 

internal circuitry. whicn j mp i ement the ground pIane ^ the same . .j 

As frequencies of operation increase in electronic circuits, instrumentality as the shield invariably do not provide 

circuit theory assumptions are no longer valid and field effective shielding at higher logic signal bandwidths 
effects become significant. Thus in a standard circuit board 

layout of high frequency circuits field effect problems occur 50 SUMMARY OF THE INVENTION 

wherein all data paths are mutually coupled with all other The present invention is directed to a method and appa- 

data paths in the vicinity. Signals generated on one data path ratus that satisfies the need to protect a data terminal from 

will stray to data paths in the nearby vicinity because of field external sources of electromagnetic interference and elec- 

effect coupling. Not only will erroneous signals be sent to trostatic discharge. The method and apparatus taught by the 

the wrong components, but the stray field effects will cause 55 present invention is also directed at protecting the data 

an alteration in the impedances along the data paths. The terminal from internally generated electromagnetic inlerfer- 

altered impedances cause errors in data transmission and ence. Another end sought by the invention is to reduce the 

may lead to an increase in power consumption. Standard electromagnetic radiation emitted by the invention into the 

shielding will not prevent these problems which become environment. The upper limit on operational bandwidth may 

more prevalent at greater bandwidths. Thus the bandwidths 60 be increased by reducing field effect problems 

allowed by the prior art have an upper limit because of these The solution taught by the invention is to' combine the 

a .u 015 ' . , , • concepts of signal treatment at the signal entry and egress 

Another problem encountered with the prior art is the points. Further taught by the invention is the use of an inner 

length of conducting cable that couples the circuitry with an shield plane layer physically differentiated from the eround 

entry point at the enclosing shielding surface. Traditionally, 65 plane layer in conjunction with a mulli layer printed circuit 

effective connect.on of electronic components requires board for effective physical placement and access to the 

mountmg of the components on a printed circuit board shield barrier. Untreated internal cabling may be routed 
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anywhere within the data terminal and yet remain exterior to conductor 12 affixed to the interior surface of the shell 10. 

the effective shield barrier. An opening 14 in the shell 10 and shielding is fitted with a 

It is therefore an object of invention is to teach a shielding connector 16 to allow for input and output communications, 

method and apparatus for a portable data terminal that An external cable 18 is a communications transmission line 
closely approximates a completely closed gaussian surface. 5 ror routing data signals to or from external devices or 

It is another object of the invention to teach a shielding networks. Internally, communications are routed from Ihe 

method that results in high shielding continuity. connector 16 via internal cabling 20 to the eleclronic com- 

A #u , f ,, . . t t , in * ponents 24 mounted on a printed circuit board 22. 

Another object of the invention is to teach a simplified 

method of managing and controlling the electromagnetic Id a l yP ical snieldiri fi arrangement, the shielding 12 suf- 

emissions of computer devices, especially miniaturized por- fluently blocks externally applied electromagnetic radiation 

table computers. ^ anc * internally generated electromagnetic radiation 28 

it ,v , A.wi,,, f ■ *• * u u- u- directly incident upon the shielding 12, however because of 

It is a further object or the invention teach a shielding tU ■ j • , * ._• ^ • 

m *tu*,i tu nt .,,-n ,u i i • r the required opening 14 shielding effectiveness is less than 

method that will raise the practical upper limit of the inn ^ , ajj-.- n (L , L1 , D 

nnflrn ,; n no , , u a p.u l. i 100 percent. Additionally the externa cable 18 acts as an 

operational bandwidth by a reduction ot the problems due to i< . , . J r , 

field effects antenna and receives external sources of electromagnetic 

' , interference or electrostatic discharge 30. Thus undesired 

Another object or the invention is to teach a shielding electromagnetic waves are transmitted directly to the inter- 
method that is cost effective, easy to fabricate and assemble nal electronics 24 or reradiated from the internal cabling 20 
and meets EMI and ESD performance requirements. after passing through the opening 14 in the snielding 12 , Th e 

A further object of the invention is to teach a shielding 20 result is undesired interference with the operations of the 
method that uses ordinary electronic fabrication and con- data terminal. 

struction methodology to achieve the shielding objectives. aj, of the connect i ons on the circuit board 22 between the 

It is yet another object of the invention to teach a shielding electronic circuit components 24 are interior to the shielding 
method that may be implemented as an embedded portion of 12. These internal circuit connections may also be a source 
an ordinary circuit board such as is typically used to mount 25 of undesirable electromagnetic radiation 32 causing unin- 
and interconnect the electronic components of an electronic tended mutual field coupling between circuits and resulting 
device, in crosschannel interference. This problem is especially true 

An additional object of the invention is to teach a shield- at higher operational bandwidths where field effects become 
ing method that eliminates the need for complex enclosure 3Q noticeable. In addition, even if EMI signal treatment were to 
shielding processes. be applied at the opening 14 of the shielding 12, signal 

It is another object of the invention to physically differ- treatment would not be effective against internal sources of 
entiate the shielding layer from the grounding layer. EMI. 

Another object of the invention is electrical connection of FIG - 2 shows lne electrostatic discharge (ESD) phenom- 

the physically differentiated ground and shield layers at a 35 enon " Tne hand of aD operator may transfer an accumulated 
single strategically located point which thereby eliminates coulombic charge to the data terminal by coming into 
interference that would be caused if they were not so c °n tacl therewith. The data terminal may be deployed in 
differentiated. myriad environments wherein electrostatic charge accumu- 

lation is difficult to mitigate and is frequently unavoidable. 
BRIEF DESCRIPTION OF THE DRAWINGS 40 FIG. 3 is the schematic diagram of the signal treatment 

FIG. 1 illustrates a typical data terminal employing con- 3 , 4 exem P lar V embodiment of the invention, 

ventional method of electromagnetic shielding The * lgnal treatmCnt ™? miry ^ay be contained in a 

_ , . . . b singular component which may be an AVX Transguard type 

FIG. 2 depicts the electrostatic discharge phenomenon devicC( Each point of signa i cn| and s in , hc shieiding 
resulting from contact of the data terminal with an electro- 45 42 is a potentia! violation of the desired com lete , cIosed 
statically charged operator. continuous gaussian surface. The internal signal line 44 

FIG. 3 is a diagram of an exemplary signal treatment connects through a small aperture or opening 46 in the 
circuit and the relation of the signal treatment circuitry to the shielding 42 such opening 46 being just large enough to 
electromagnetic shield. allow the signal line to pass through the shielding 42 without 

FIG. 4 is a depiciion of the invention implemented in 50 niaking contact therewith. The signal line 44 then connects 
conjunction with a circuit board. to an LC filter network 48 which is a "tee" configuration in 

FIG. 5 is a depiction of the invention as implemented in an exem P lai 7 embodiment. The filter network 48 is eom- 
a data terminal prised of two inductors 36 and 38 connected in series and a 

FIG. 6 is an exemplary application of the invention in a f^nt capadlor 40 connected at the node 50 between the 
twelve layer printed circuit board. 55 >»ductors The shie d 42 ,s connected to provide the ground 

, , reference lor the filter network 48 and other circuilrv con- 

HG. 7 depicts Ihe electrical relationship between a nected to signal line 44 
ground layer and a shield layer in an exemplary embodiment ™ . , AO e . 

of the invention 1 he filter network 48 acts as a frequency limiter and low 

impedance electrical contact to the shield 42 surface. The 
FIG. 8 illustrates an application 01 the invention in 60 values of the inductors 36 and 38 and the capacitor 40 may 
conjunction with a shock absorbent packaging apparatus. be selectable to achieve the desired cutoff frequency. The 
DESCRIPTION OF AN EXEMPLARY frequency limiting action of the filter network 48 allows 

EMBODIMENT desired frequency signal components to pass through the 

shield barrier 42 and causes undesired frequency signals, for 
FIG. 1 shows a typical shielding implementation as 65 example high frequency signals (which may be sources of 
employed in the prior art. The data terminal comprises an interference), to be dissipated into the shield 42. This is 
injection molded plastic shell 10 with a thin shielding tantamount to having a controlled opening in the shielding 
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42 thai allows for entry and exit of desirable signals only but 
having effectively formed a completely closed shielding 
surface 42 for undesirable signals. Thus, the shield effec- 
tiveness or continuity approaches one hundred percent for 
signals of undesirable frequencies while signals of desired 
frequencies may simultaneously pass through the shield 42. 
The electrical symmetry of the filter network 48 allows for 
effective two-way treatment of signals both entering and 
leaving the shielding 42 through aperture 46. 

Clamping device 56 shunts the filter network 48 and the 
external signal line 58 at node 52 and acts as a voltage 
limiter or clamp to provide effective electrostatic discharge 
protection. In this configuration, any voltage above a pre- 
determined working voltage will be electrically coupled to 
the shield. Thus, desired signals below the predetermined 
working voltage may freely enter and exit the shield barrier 
42. However, voltages above the predetermined voltage 
(those which are typical of the ESD phenomenon) will not 
pass through the shield barrier 42. Clamping device 56 may 
be selected according to the reverse voltage rating in order 
to set the predetermined working voltage. ESD protection is 
a one-way problem since protection from external discharge 
is the only requirement of the signal treatment circuitry 34. 

FIG. 4 shows an embodiment of the invention as imple- 
mented in conjunction with a multilayer circuit board 60. 
The untreated external signal line 58 makes an electrical 
contact on one side of the circuit board 60. The contact for 
the untreated signal line 58 resides on the EMI "dirty" side 
of the circuit board in which undesirable electromagnetic 
radiation may exist. The untreated signal line 58 is electri- 
cally connected through the circuit board 60 by means of 
connection vias 66. The vias 66 provide electrical connec- 
tions through the multiple layers of the circuit board 60. 
Thus passage of electrical signals are made through the 
circuit board 60 and the internal shield plane 42 from one 
planar surface to the other by appropriate and strategic 
connections to the vias 66 which pass completely there- 
through. In an exemplary embodiment approximately sixty 
connection vias 66 are required. 

The shield plane 42 electrically references to ground 
potential through the vias 66 throughout the entire circuit 
board 60. The plastic case provides a support 64 and an 
electrical contact of the shield plane 42 through the vias 66 
to the shielding surface enclosure 12 which is affixed to the 
interior of the data terminal housing. Electrical continuity of 
the shield plane 42 and the sheilding surface enclosure 12 
may thereby be maintained in the furtherance of attaining a 
completely closed gusssian surface having complete shield- 
ing continuity. In an exemplary embodiment for the frequen- 
cies of concern an effective shield 12 may be formed by a 
thin (0.001") layer of highly conductive material. The 
untreated signal line 58 connects to the clamp/filter compo- 
nent 34 through a via 66 which passes through a small 
aperture or opening 46 in the shield plane 42. 

The clamp/filter component 34 performs signal treatment 
by removing unwanted EMI and ESD from the untreated 
signal line 58. Because of the action of the clamp/filter 
component 34 only desired signals penetrate the shield plane 
42 and emerge on the EMI "clean" side of the circuit board 
60 as a treated signal 44. The clamp/ filter component 34 
causes any signal of a greater magnitude than the predeter- 
mined potential (i.e. electrostatic discharge) to be shorted to 
ground such that it is prevented from passing through the 
shield plane 42. The clamp/filter component 34 also causes 
signals of a frequency greater than a predetermined fre- 
quency (which cause electromagnetic interference) to be 
shorted to ground such that they are prevented from passing 
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through the shield plane 42 as previously discussed in the 
description of FIG. 3. 

FIG. 5 shows an exemplary embodiment of the invention 
in which electronic components may be mounted on the 
5 EMI "clean" side of the circuit board 60 while all routing of 
data paths and external connections may be made on the 
EMI "dirty" side of the circuit board 60. Shield contacts 68 
further electrically connect the shield plane 42 of the circuit 
board 60 to the shield barrier coating 12 affixed to the 
i° internal side of the plastic case 10 of the data terminal in 
order to provide good electrical contact with the shield 
barrier 12 and approximate as closely as possible a continu- 
ous gaussian surface. As shown in FIGS. 4 and 5, selected 
connection vias 66 are electrically connected to the shield 
15 plane 42 such that electrical continuity may be maintained, 
for example, from the inner shielding conductor surface 12 
through shield contacts 68 to connection vias 66 to shield 
plane 42 (hereby forming a continuous gaussian surface and 
attaining shielding continuity. 
20 In an exemplary embodiment the internal electromagnetic 
radiation emitted from the internal cabling 20 will nol 
interfere with the circuit components 24 because all signal 
routing is exterior to the shielding plane 42 of the circuit 
board 60 on the EMI "dirty 3 ' side of the data terminal. 

Thus, various clamp/filter components 34 may be placed 
at locations on the circuit board 60 where it is desired to have 
electrical signals pass through the shield 42. Connection 
through the shield 42 is achieved using strategically located 
30 vias 66. For example connection vias 66 connect routing 
cable on the EMI "dirty" side of the shield 42 to electronic 
components 24 on the EMI "clean" side of the shield 42. A 
clamp/filter component 34 may treat the signal from the 
routing cable 20 such that the signal routed to the electronic 
?5 components 24 thereby becomes EMI "clean." It should be 
noted that one terminal of a clamp/filter component 34 is 
connected to a via 66 having electrical continuity with the 
shield 42 while the other terminal is connected to a via 66 
not in electrical contact therewith but passing therethrough. 
w The electrical diagram of the clamp/filter 34 and shield 42 
arrangement is illustrated in FIG. 3. 

FIG. 6. illustrates an exemplary embodiment of the inven- 
tion using standard printed circuit board construction. The 
teachings of the invention are extended to further improve 
45 the shielding results and effectiveness. Differentiation of the 
shielding and grounding functions is applied in order to 
attain the desired results. A shield is used primarily to 
perform containment of electromagnetic fields generally 
attributable to EMI problems. Any current flowing in a 
50 shield is solely caused by sources electromagnetic interfer- 
ence. A ground provides a return path for the power and 
signal current and also provides an electrical reference for 
the electrical circuitry. The shield is ultimately electrically 
coupled to ground, however it has been discovered that 
55 strategic location of such electrical connection is necessary 
to minimize the impact of the flow of interference current in 
the shield on the integrity of the ground reference upon 
which desired signals depend. Coupling between the shield 
and the ground is most preferably located at a single, central 
60 connection point so that no additional parasitic or multiple 
parallel current paths for interference current flow are cre- 
ated. 

Circuit board 60 is comprised of twelve layers each of 
which serving a predetermined purpose. An electrical con- 
65 tact terminal of integrated circuity 24 disposed on one side 
of circuit board 60 may electrically connect to one of the 
multiple connection vias 66 by connection to one of several 
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component pads 70 which comprise a first component pad 
layer 72 of circuit board 60. The component pads 70 
minimize the length of signal routing which may be itself a 
source of EMI. The vias 66 provide an electrical circuit path 
through circuit board 60 which passes completely through 
one planar side of circuit board 60 lo the other. 

A first shield plane 74 near the integrated circuit 24 side 
of printed circuit board 60 is the next successive layer. The 
purpose of shield 74 is to provide a conductive surface that 
becomes a return path for noise and interference current. The 
shield 74 is kept physically separate from any ground layer 
76 or 80 except at strategic locations, preferably at a single 
point, because a ground plane is often an ineffective mecha- 
nism for EMI treatment due to the fact that high frequency 
signal current may be present in the ground plane, thereby 
being a possible source for internally generated EMI. The 
key to shielding effectiveness is the integrity of the shield 
layer 74. It is desirable to couple the shield 74 to ground 76 
or 80 only when necessary. Thus, the shield 74 and the 
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from external devices may be made as well. The planar side 
of circuit board 60 to which the clamp/filter components are 
affixed may be considered the EMI "dirty" side while the 
planar side of circuit board 60 to which the integrated 
circuits 24 are affixed may be considered the EMI l 'clean' ; 
side (see FIG. 4). 

FIG. 7 illustrates the connection between shield layers 74 
and 92 ground planes 76 and 80. The manner in which 
connection is made between the shield layers 74 and 92 and 
ground planes 76 and" 80 is essential to the solution which 
the invention leaches. Most importantly, connection 
between the SHIELD and GROUND is made al a single 
point with connector component 100 so that there is no 
alternate path for power current or signal current to flow 
through the SHIELD and thereby be a potential source of 
EMI. 

The SHIELD as shown in FIG. 7 is the return point for the 
filter capacitor C3 which removes high frequency noise 
which may be present from the externa] cable 102 to 
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not the same element, and electically they are coupled at 
only one node. 

Fast clocks signal layer 78 provides the necessary clock 
signal required to drive the circuitry of the integrated circuits 
24. FIG. 6 depicts the connection of fast clocks signal layer 
to a connection via 66 and the ultimate connection of the fast 
clocks signal to a clock pin 96 of integrated circuit 24, for 
example. Connection of the other various layers of circuit 
board 60 to other pins of integrated circuit 24 may be 
accomplished with other connection vias 66 not depicted. 
Layers 82, 84 and 86 may carry and route various other 
signals to various other pins of the integrated circuits. The 
fast clocks layer 78 may also be used for general purpose 
signal routing if physical space on the fast clocks plane 78 
is available. VCC layer 92 provides a low impedance power 
feed plane to route power to integrated circuits 24. 

As can be seen from FIG. 6, fast clocks layer 78 is 
sandwiched between respective ground layers 76 and 80, a 
technique known in the art for improved high speed signal 
propagation and impedance control. The sandwich arrange- 
ment also allows for further isolation of high speed signals 
such as fast clocks having the highest clesired frequency, 
which may in themselves be a significant source of EMI, 
from the shield 74 which is desirably as noise free as 
possible. Differentiation of the shield 74 from the ground 
layers 76 and 80 augments the effect of sandwiched fast 
clock signals by preventing any high frequency current of 
the fast clocks 78 signals from flowing in the shield 74 and 
becoming a source of EMI. 

A second shield plane 92 is placed near a planar side of 
circuit board 60 opposite to the placement of integrated 
circuits 24 adjacent to component pad layer 94. Using two 
shield layers 74 and 92 is such a manner essentially is a 
physical collapsing of the volume delineated by a typical 
shield layer 12 (FIG. 1) into an actual and otherwise 
ordinary multilayer circuit board 60 itself. Thus, the shield 
layer coating 12 affixed to the interior of a terminal shell 10 
may be eliminated. Shield layers 74 and 92 are electrically 
connected by multiple vias 66 typically located near the 
edges of circuit board 60 and to the ground planes 76 and 80 
at a single point. 

Asecond component pad layer 94 may be disposed on the 
planar surface of circuit board 60 opposite the planar surface 
in which integrated circuit components 24 are mounted. 
Clamp/filter components 34 may be mounted on the second 
component pad layer 94 on which side cabling connections 
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point connection 100 between GROUND and SHIELD there 
is no short circuit return path for power current or signal 
current to flow from GROUND to SHIELD and back to 
GROUND. Such current is often referred to as "ground 
loop" current notorious for noise generation as "hum" in 
audio circuits or as EMI in computer circuits. 

The relative capacitance value of the fitter capacitor C3 
may be much smaller than the capacitance of the bypass 
30 capacitors, CI and C2 for example, associated with the 
power supply circuit of the integrated circuits (IC). The 
bypass capacitors CI and C2 shunt the supply voltage VCC 
to GROUND and provide current for the high speed tran- 
sient requirements of the integrated circuits. The bypass 
capacitors CI and C2 must have sufficient capacitive charge 
storage capability and a sufficiently low inductance lo be 
able to quickly deliver a stored charge. The filter capacitor 
C3 provides an effective high frequency connection to the 
SHIELD by appearing as a low impedance lo high frequency 
signal components while appearing as a high impedance to 
low frequency signal components so that low frequency 
signal components pass through the SHIELD unaffected, h 
is important that filter capacitor C3 functions an electrically 
quiet return path for high frequency signals. If the return 
point for high frequency signals is electrically noisy, high 
frequency noise may be undesirably coupled through the 
filter capacitor C3 to the external cable 102. 

The SHIELD is electrically connected to GROUND at 
preferably only one point with connector 100. The location 
of the connection point between the SHIELD and GROUND 
may be generally located in the center area of the circuit 
board 60. The connector component 100 preferably may be 
a shorting bar or 0 ohm resistor to allow for verification of 
the integrity of the electrical isolation of the GROUND and 
SHIELD planes. 

The purpose of the SHIELD is solely to provide a return 
circuit path for noise current to flow so that it may not 
penetrate therethrough in accordance with Gauss' law. The 
SHIELD is not to be used to provide a ground path for power 
60 or signal distribution current, which is the purpose of the 
GROUND. It is therefore desirable to prevent high fre- 
quency signal current from flowing in the SHIELD, yet is 
also desired to electrically couple the SHIELD to ground 
reference. In an alternative embodiment connector coinpo- 
65 nent 100 may be an inductor such that the connection 100 
between the GROUND and the SHIELD appears as a high 
impedance to high frequency signals yet the connection 100 
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appears as a short circuit to low frequency signals. This is 
true because the magnitude of the impedance of an inductor 
having no initial current flowing therethrough is: 

where Z is the magnitude of the impedance of the inductor, 
f is the signal frequency and L is the inductance value of the 
inductor. 

FIG. 8 illustrates utilization of the present invention in a 
data terminal having shock absorbent packaging apparatus 
as described in U.S. Pal. No. 5,394,306 issued Feb. 28, 1995 
assigned to Norand Corporation, Cedar Rapids, Iowa. A data 
terminal housing 10 may be constructed to have a shock 
mount carrier system to provide shock protection to the 
electronic components 24 of an internal printed circuit board 
60. Circuit board 60 is physically supported or carried by a 
rubber-like bumper and gasket component 104 which serves 
as a shock absorbing cushion. As previously described, 
shield contacts 68 further connect the shield plane 42 of the 
circuit board 60 to the shield barrier coating 12 affixed to the 
internal side of the plastic case 10 of the data terminal in 
order to provide good electrical contact with the shield 
barrier 12 and approximate as closely as possible a continu- 
ous gaussian surface having complete shield effectiveness. 

In this embodiment,, shield contacts 68 are made of a 
flexible conductive material of a sufficient length so that the 
integrity of the shield contacts 68 is maintained during slight 
movements of the circuit board inherently caused by the 
shock absorbing process. The shielding contacts 68 have a 
current carrying capacity sufficient to maintain electrical 
continuity between the internal shield coating 12 and the 
shield plane 42 through electrical connection to connection 
vias 66. Thus, continuous physical and electrical contact is 
maintained between the shield contacts 68 and the internal 
shield coating 12 and the shield plane 42 during normal 
rotation, compression and extension or other movement of 
the shock absorber 104. The shock absorber component may 
be utilized in lieu of support member 64 shown in FIGS. 4 
and 5. 

In view of the above detailed description of a preferred 
embodiment and modifications thereof, various other modi- 
fications will now become apparent to those skilled in the 
art. The claims below encompass the disclosed embodi- 
ments and all the reasonable modifications and variations 
without departing from the spirit and scope of the invention. 

What is claimed is: 

1. An apparatus for providing protection from electro- 
magnetic interference, comprising: 

(a) a shielding conductor surface enclosure; 

(b) a shielding conductor plane interior to said shielding 
conductor surface enclosure; 

(c) means for providing electrical continuity between said 
shielding conductor surface enclosure and said shield- 
ing conductor plane; 

(d) at least one aperture in said shielding conductor plane 
for providing passage of electrical signals through said 
shielding conductor plane; 

(e) an electrical path through each of said at least one 
aperture in said shielding conductor plane; and 

(f) frequency based signal separation means connected 
between said shielding conductor plane and said elec- 
trical path for separating electrical signals present on 
said electrical path wherein frequency components 
within a predetermined range of frequencies are elec- 
trically connected to said shielding conductor plane 
such that said shielding conductor plane and said 
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shielding conductor surface appear as a completely 
enclosed and continuous conductor surface to the fre- 
quency components within the predetermined range of 
frequencies. 

2. The apparatus according to claim 1, wherein said 
shielding conductor surface enclosure and shielding conduc- 
tor plane are composed of magnetic and electrically con- 
ductive material. 

3. The apparatus according to claim 1, wherein said 
shielding conductor plane is incorporated within a circuit 
board. 

4. The apparatus according to claim 1, wherein said 
frequency based signal separation means includes a (liter 
network. 

5. The apparatus according to claim 4, wherein said filter 
network comprises: 

(a) a first inductor 

(b) a second inductor electrically connected in series at an 
electrical node with said first inductor; and 

(c) a shunting capacitor electrically connected at the 
electrical node with said inductors. 

6. A method for protecting a data terminal from electro- 
magnetic interference and electrostatic discharge compris- 
ing: 

(a) filtering electrical data signals present within the data 
terminal such that the electrical signals are separated 
into multiple frequency ranges; 

(b) electrically coupling the electrical data signals within 
a first frequency range to a shielding surface such that 

) the shielding surface appears as a continuous shielding 
surface; 

(c) passing the electrical data signals within a second 
frequency range through the shielding surface; and 

(d) electrically coupling the electrical signals of an elec- 
trostatic potential greater than a predetermined electro- 
static potential to the shielding surface. 

7. In an electronic device having a housing and an 
electronic circuit disposed within the housing, an apparatus 
for preventing undesirable electromagnetic signals from 
penetrating the housing and interfering with the electronic- 
circuit while allowing a desirable signal to pass through the 
housing and couple with the electronic circuit, comprising: 
a conductor surface coincident with an interior surface of 
the housing for shielding the electronic circuit from the 
undesirable electromagnetic signals, said conductor 
surface exhibiting a shielding effectiveness and ha vine 
an aperture for allowing the desirable signal to pass 
therethrough; and 
a filter operatively connected between the electronic cir- 
cuit and said conductor surface wherein signals having 
frequency components characteristic of the desirable 
signal are coupled by the filter to the electronic circuit 
and signals having frequency components characteris- 
tic of the undesirable electromagnetic signals are 
coupled by the filter to said conductor surface, thereby 
increasing the shielding effectiveness of said conductor 
surface against the undesirable electromagnetic signals. 

8. An apparatus as claimed in claim 7, wherein said filter 
is a low pass filter. 

9. An apparatus as claimed in claim 7, wherein said filter 
is a high pass filter. 

10. An apparatus as claimed in claim 7 wherein said filter 
is a band pass filter. 

11. An apparatus as claimed in claim 7 wherein said filter 
is a band reject filter. 

12. An apparatus as claimed in claim 7, wherein said filter 
comprises first and second inductors each having first and 
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second terminals, respectively, the second terminal of said 
first inductor and the first terminal of said second inductor 
being connected at a node, the first terminal of said first 
inductor receiving the desirable signal, and the second 
terminal of said second inductor being coupled to the 5 
electronic circuit; and a capacitor connected between the 
node and said conductor surface. 

13. In an electronic device having a housing and an 
electronic circuit disposed within the housing, an apparatus 
for preventing undesirable electromagnetic signals emanat- to 
ing from a transmission line disposed within the housing 
from interfering with the electronic circuit, comprising: 
a first conductor having a surface coincident with an 
interior surface of the housing for shielding the elec- 
tronic circuit from the undesirable electromagnetic J 5 
signals; 

a second conductor disposed within the housing, said 
second conductor being generally planar and having an 
upper surface and a lower surface, the circuit being 
disposed above the upper surface and the transmission 21 
line being disposed below the lower surface; and 

a shield contact for connecting said first conductor to said 
second conductor thereby providing shielding continu- 
ity between said first and second conductors by enclos- 
ing a volume containing the electronic circuit and 
excluding the transmission line such that the electronic 
circuit is shielded from the undesirable electromagnetic 
signals emanating from the transmission line. 

14. A circuit board for preventing undesirable electromag- 
netic signals emanating from a transmission line from inter- ° 
fering with an electronic circuit disposed on a surface of the 
circuit board, comprising: 

a first conductor being disposed between the electronic 
circuit and the transmission line and having an aperture 35 
through which a desired signal transmitted via the 
transmission line may pass for coupling with the elec- 
tronic circuit, said first conductor providing a surface 
for shielding the electronic circuit from the undesirable 
electromagnetic signals emanating from the transmis- ^ 
sion line; and 

a second conductor disposed on said circuit board for 
providing a return current path for the desired signal 
separate from said first conductor wherein said first 
conductor and said second conductor are connected at 45 
a single point. 

15. A circuit board as claimed in claim 14, wherein the 
transmission line is disposed between said first conductor 
and said second conductor. 

16. An apparatus for providing protection from electro- 50 
magnetic interference, comprising: 
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first means for providing electromagnetic shielding, said 
first electromagnetic shielding means having an aper- 
ture formed thereon for providing passage of desired 
electrical signals therethrough; 
second means for providing electromagnetic shielding, 
said second electromagnetic shielding means at least 
partially enclosing said first electromagnetic shielding 
means wherein said first electromagnetic shielding 
means separates an interior region of said second 
electromagnetic means into at least first and second 
interior regions of said second electromagnetic shield- 
ing means; and 

means for coupling electrical signals of a first range of 
frequencies to said first means for providing electro- 
magnetic shielding and for allowing electrical signals 
of a second range of frequencies to pass through the 
aperture from the first interior region to the second 
interior region. 

17. An apparatus as claimed in claim 16, said first and 
second electromagnetic shielding means being electrically 
coupled. 

18. An apparatus as claimed in claim 16, said first 
electromagnetic shielding means being integrated within a 
means for mounting an electrical component. 

19. An apparatus as claimed in claim 16, further com- 
prising means for limiting electrical signals passing through 
said aperture to a predetermined voltage level. 

20. An apparatus as claimed in claim 16, said coupling 
means including means for providing electrical reactance. 

21. An apparatus, comprising: 

means, capable of enclosing a circuit, for providing 
electromagnetic shielding of the circuit, said electro- 
magnetic shielding means having an aperture for allow- 
ing a transmission line external to said electromagnetic 
shielding means to couple with the circuit; and 
means for coupling signals on the transmission line of a 
first frequency to said electromagnetic shielding means 
while allowing signals on the transmission line of a 
second frequency to pass through the aperture to the 
electronic circuit such that the shielding effectiveness 
of said electromagnetic shielding means is increased 
for signals of the first frequency. 

22. An apparatus as claimed in claim 21, further com- 
prising means for limiting signals on the transmission line 
passing through the aperture to a predetermined voltage 
level. 
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